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uUdonsi Kc
u5th year CS Specialist (Co-op)
uSpecializing in Penetration testing, 

Exploitation, Malware Analysis and Digital 
forensics
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uComputer Science Enrichment Club –
Computer and Network Security Division

uFridays 3pm - 5pm
uFocus 1: Practical knowledge of Computer 

and Network Security achieved by 
understanding and solving Capture the 
Flag challenges



uCapture the flag challenges are typically 
grouped into the following:
uPWN (Exploitation)
uWeb Applications & Network
uReverse Engineering
uCryptography
uForensics Analysis
uMiscellaneous

uFocus 2: General knowledge of Computer 
and Network Security



uComputer Ethics
uSecure Programming
uUnderstanding the attack life-cycle
uUnderstanding the vulnerability life cycle
u*NIX OS secure practices
uWindows OS secure practices

uRequired Text: Hacking; the art of 
exploitation 2nd Ed.
uAmazon: 

https://www.amazon.ca/Hacking-Art-
Exploitation-Jon-Erickson/dp/1593271441



uSyllabus: security.csec.club/syllabus
uResources:

uVideos:
uLiveOverflow YouTube channel
uOpen Security Training channel

uWebsites:
uwww.liveoverflow.com
uwww.opensecuritytraining.info/Training.html

uChallenge sites:
uwww.exploit-exercises.com
uwww.overthewire.org
uctftime.org



BREAK!



Computer Ethics
uWith great power comes great 

responsibility
uAs Computer and Network Security 

professions (to be), it is important to 
understand the social implications of our 
actions

uSteven Levy described an acceptable list 
of ethics in his book ’Hackers: Heroes of 
the Computer Revolution’



Ethical and Legal Behavior
u During the course of the club, you may learn 

skills that will be considered illegal outside 
controlled environment

u The fact that you learn these skills does not 
permit use of said skills without consent or 
controlled environment

u The availability of a vulnerability does not 
imply it should be exploited.

u Taken from CSCD27 Ethical and Legal 
Behavior



Tools and installations required

uWindows OS users
uVirtual box
uPython 2.7

uMacOS users
uVirtual box

uUNIX users
uTBD



Meeting format

uFirst hour
uLesson hour. Any of:

uExploitation
uReverse Engineering
uCryptography
uWeb Application
uForensics



Meeting format Cont.

uSecond hour
uChallenge hour. Any of

uText book exercises
uWatching and analyzing a solution video
uSolving challenges from a challenge site
uReading and analyzing a solution write-up
uInteractive session



Getting started

uHacking: The art of Exploitation 2nd Ed.
uRead Chapters 1 and 2
uAsk questions on slack
uThe book CD is important. Helps to follow 

along the examples. You need it.
uDon’t stress if you don’t understand. That’s 

why I am here



Recap

uGet the book
uSignup
uMisuse of skills learned or shown is criminal 

and punishable under law
u The resources are there for you to work on 

your own
uNext week is reading week. No meeting.


