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Introduction to Cyber Threat Intelligence



What is Cyber Threat Intelligence?

Cyber Threat intelligence (CTI) is data that is collected, processed, and 

analyzed to create ”intelligence”. This intelligence helps stakeholders 

understand a threat actor’s motives, targets, and attack behaviors. CTI enables 

organizations to make faster, more informed, intel-driven security decisions and 

change an organization’s behavior from reactive to proactive in the fight against 

threat actors.



How is Intelligence Created?



What are Indicators of Compromise?

An Indicator of Compromise (IOC) is a digital forensics artifact that suggests an endpoint or network 

may have been compromised

Examples of IOCs include:

• Known Command and Control Server IPs, Domains, and URLs

• Hash of known malware

• Registry keys that appear when a threat actor changes something on a system

Sources of IOCs include:

• An organization who has experienced an incident shares IOCs with you

• Open source or private threat feeds from communities and companies

• Staying one step ahead of threat actors and tracking their infrastructure to know IOCs before they 

are ever seen



What are Tactics, Techniques, and Procedures?

Tactics, Techniques, and Procedures (TTPs) describe the behaviour of a threat actor.

• Tactics – Represent a threat actor’s tactical goal:  the reason for performing an action (WHY)
• Example: A threat actor may want to achieve credential access.

• Techniques – Represent how a threat actor achieves a tactical goal. (HOW)
• Example: A threat actor may dump credentials from a system to achieve credential access.

• Procedures – Represent specific implementation a threat actor uses for techniques (DETAILED HOW)
• Example: A threat actor uses PowerShell to inject into lsass.exe process to dump credentials by scraping LSASS memory 

on a victim host.



What is MITRE ATT&CK?

ATT&CK is a knowledge base of cyber adversary behavior and taxonomy for 

adversarial actions across their lifecycle. ATT&CK has two parts: ATT&CK for 

Enterprise, which covers behavior against enterprise IT networks and cloud, 

and ATT&CK for Mobile, which focuses on behavior against mobile devices.

Source: MITRE Corporation



MITRE ATT&CK Framework Tactics



MITRE ATT&CK Framework Techniques



What has the most Detection value?

IOCs or TTPs?



Pyramid of Pain



Valuable Threat Actor TTPs to Track

• Types of malware they use

• Eg. Emotet, Qakbot, Gootloader, etc.

• Type of Infrastructure they are using

• Eg. Shady hosting providers

• Vulnerabilities they exploit

• Eg. Log4Shell, ProxyLogon, etc.

• Tools they use

• Eg. Cobalt Strike, Mimikatz, PowerShell, etc.



Cyber Threat Intelligence Lifecycle

Source: Recorded Future



How does CTI fit in with other security teams?
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Case Study: 
Conti Ransomware 
Leaked Playbook



Conti Playbook Leak: What happened?

• In September 2021, a disgruntled affiliate of the Conti Ransomware group leaked Conti’s playbook on 

a hacker forum

• This was a significant OPSEC risk for Conti as it exposed how their affiliates are instructed to carry 

out attacks

• Within Ransomware groups, affiliates are often given playbooks by the leaders of the group that train 

them on how to effectively compromise targets, exfiltrate data, and encrypt their systems



What files were leaked?



How did the CTI Community Benefit from this?

Source: https://github.com/DISREL/Conti-Leaked-Playbook-TTPs



How did the CTI Community Benefit from this?

Source: https://github.com/DISREL/Conti-Leaked-Playbook-TTPs
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Introduction to Threat Hunting



What is Threat Hunting?

Using knowledge of threat actor TTPs to hunt for threats in your network what 

have gone previously undetected. Threat Hunts leverage an ”assumed breach” 

methodology. 



Why would an Organization Threat Hunt?

• Sophisticated threat actors will deploy a variety of evasive measures to avoid detections

• Threat Actors will leverage previously unknown techniques in their attacks (eg. Zero-day exploits)

• Organizations with mature security programs want to threat hunt so they identify a missed threat 

before it becomes a breach



What do you need to Threat Hunt?

• Deep understanding of threat actor TTPs (CTI can help here)

• Telemetry and Data (logs from endpoint, network, and applications)

• Understanding of the network you are hunting in



Threat Hunting Framework

Source: Gigamon



What is fun about threat hunting?

• The thrill of finding a threat that every security control failed to prevent and every detection missed

• The thrill of catching a threat actor red handed

• Finding a threat before it escalates into a breach situation

• Everyday is a challenge. New TTPs emerge and there are new hunts to do

• You are not bound to the same type of hunts every day vs. a SOC analyst may look at similar alerts 

everyday



What is challenging about threat hunting?

• Very easy to go down a rabbit hole…..

• Eg. Ad trackers behave like malware but are typically benign. 

• Coming up with new hunts (lots of creativity and research needed)

• Keeping up to date with all the new threat actor TTPs and how to hunt for them

• Finding that needle in the haystack…
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Careers Paths and Resources 
for Cyber Threat Intelligence & 
Threat Hunting



What Skills do you need to become a CTI Analyst?

Source: Intelligence and National Security Alliance (INSA)



Threat Hunter Competencies

• Many similar traits looked for in CTI Analysts are also sought after for Threat Hunters

• Key soft skills:

• Curiosity

• Attention to detail

• Creativity

• Key technical skills:

• Foundational understanding of forensic artifacts

• Strong with SIEMs and querying them

• Deep understanding of different log types and what they mean

• Knowledge of MITRE ATT&CK and threat actor tradecraft



Roles in Cyber Security that do Cyber Threat Intelligence

• Threat Intelligence Analyst

• Security Intelligence Analyst

• Cyber Threat Intelligence Analyst

• Cyber Intelligence Analyst

• Threat Intelligence Specialist

• Threat Intelligence Advisor

• Threat Researcher

• Threat Intelligence Researcher

• Malware Researcher

• Malware Analyst

• Security Researcher

• Threat Analyst

• Security Analyst



Roles in Cyber Security that do Threat Hunting 

• Threat Hunter

• Cyber Threat Hunter

• Threat Analyst

• Cyber Threat Analyst

• Security Analyst



Resources for Learning more about CTI & Threat Hunting

1. Katie Nickels’ self-study CTI resources:

1. https://medium.com/katies-five-cents/faqs-on-getting-started-in-cyber-threat-intelligence-f567f267348e

2. https://medium.com/katies-five-cents/a-cyber-threat-intelligence-self-study-plan-part-2-d04b7a529d36

3. https://medium.com/katies-five-cents/a-cyber-threat-intelligence-self-study-plan-part-1-968b5a8daf9a

2. Psychology of Intelligence Analysis By Richard J. Heuer

3. Security & Threat Intel Blogs:

1. https://blog.talosintelligence.com/

2. https://arcticwolf.com/resources/security-bulletins

3. https://blog.google/threat-analysis-group/

4. https://unit42.paloaltonetworks.com/

5. https://krebsonsecurity.com/

6. https://www.bleepingcomputer.com/

4. Awesome Threat Hunting - https://threat-hunting.github.io/awesome_Threat-Hunting/

https://medium.com/katies-five-cents/a-cyber-threat-intelligence-self-study-plan-part-2-d04b7a529d36
https://medium.com/katies-five-cents/a-cyber-threat-intelligence-self-study-plan-part-2-d04b7a529d36
https://medium.com/katies-five-cents/a-cyber-threat-intelligence-self-study-plan-part-1-968b5a8daf9a
https://www.amazon.ca/Psychology-Intelligence-Analysis-Richards-Heuer/dp/1684224128/ref=tmm_pap_swatch_0?_encoding=UTF8&qid=&sr=
https://blog.talosintelligence.com/
https://arcticwolf.com/resources/security-bulletins
https://blog.google/threat-analysis-group/
https://unit42.paloaltonetworks.com/
https://krebsonsecurity.com/
https://www.bleepingcomputer.com/
https://threat-hunting.github.io/awesome_Threat-Hunting/
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Questions?


