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Cryptographic hashing

H(m) = x is a hash function if
• H is one-way function
• m is a message of any length
• x is a message digest of a fixed length
➡ H is a lossy compression function 

necessarily there exists x, m1 and m2 |  H(m1) 
= H(m2) = x
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Preimage resistance and collision 
resistance

PR - Preimage Resistance (a.k.a One Way)
➡ given H and x, hard to find m  

e.g. password storage

2PR - Second Preimage Resistance (a.k.a Weak Collision Resistance)
➡ given H, m and x, hard to find m’ such that H(m) = H(m’) = x 

e.g. virus identification

CR - Collision Resistance (a.k.a Strong Collision Resistance)
➡ given H, hard to find m and m’ such that H(m) = H(m’) = x 

e.g. digital signatures

CR  → 2PR  and  CR → PR

Hm x



Algorithms



Common hash functions

Name
MD5 SHA-1

SHA-2 SHA-3

Variant SHA-224 SHA-256 SHA-384 SHA-512 SHA3-224 SHA3-256 SHA3-384 SHA3-512

Year 1992 1993 2001 2012

Designer Rivest NSA NSA Guido Bertoni, Joan Daemen, Michaël 
Peeters, and Gilles Van Assche

Input  
n bits 512 512 512 512 1024 1024 1152 1088 832 576

Output  
n’ bits 128 160 224 256 384 512 224 256 384 512

Speed 
cycle/byte 6.8 11.4 15.8 17.7 12.5

Considered 
Broken yes yes no no
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How to hash long messages ? 
Merkle–Damgård construction

Property : if H is CR then Merkel-Damgard is CR
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Using hash functions  
for Integrity



Hashing

m || H(m)



MAC - Message Authentication Code

Alice an Bob share a key k
➡ HMAC - use a hash function on the message and the key

MACk(m) = H(k || m)

m || MACk(m)

k MAC key k



Good HMAC

Alice an Bob share a key k
➡ Option 1 : envelope method

MACk(m) = H(k || m || k)

➡ Option 2 : padding method (i.e. HMAC standard)

HMACk(m)  = H((k ⊕ opad)|| H((k ⊕ ipad) || m))

m || MACk(m)

k MAC key k



Attacks



Length extension attack

Vulnerable : MD5, SHA-1 and SHA-2 (but not SHA-3)



Implementation Flaws



LM Hash


